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Abstract: This paper discusses adding architecture in TS 23.501 for NSWO support in SNPN using CH AAA server in accordance with SA3 LS (S3-233670) and associated CR (S3-233669) updating 33.501.
1. Introduction
The architectures defined in 23.501 cover UE authentication using AUSF/UDM via NSWOF when connection to WLAN access and UE authentication using CH AAA server (in case of SNPN) via only AAA proxies when connecting to WLAN access. However, one key missing architecture is when a CH AAA server is used for authentication while traversing through the 5GC via NSWOF.
In case of converged architectures, 5GC will be a single point of control with regards to subscription management regardless of what entity is used for authentication. An operator must be able to select either option, where WLAN can either route authentication messages directly to credential holder AAA server via AAA proxy without going through 5GC or route authentication messages to the credential holder AAA server via 5GC (NSWOF/AUSF/UDM/NSSAAF).
Limitations of current architecture:
· No unified management and control with regards to subscription management across different access networks in a converged core architecture
· Added latency and messaging required for UE and 3rd party CH AAA to align on an EAP method.   
Observation 1: The architecture option to authenticate UEs with CH AAA while traversing the 5GC via NSWOF is needed.
2. Discussion
The current architecture in TS 23.501 clause 4.2.15 is shown below:
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Figure 1: Architecture to support authentication for Non-seamless WLAN offload in 5GS using credentials from Credentials Holder using AAA without going through 5GC

The architecture in Figure 1 applies to UEs with SNPN credentials from a CH using AAA Server.

The new proposed architecture is described below:
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Figure 2: Architecture to support authentication for Non-seamless WLAN offload in 5GS using credentials from Credentials Holder using AAA via 5GC

The architecture in Figure 2 enables operators with unified management and control of UEs accessing both 3GPP and non-3GPP access networks using a converged 5GC. For example, all subscription data can be unified and centrally managed and stored in the UDM. 

In case, the SNPN network is using an external CH e.g.: AAA server, WLAN can either:
1. route authentication messages directly to credential holder AAA server via AAA proxy without going through 5GC (as shown in Figure 1) or 
2. route authentication messages to the credential holder AAA server via 5GC (NSWOF/AUSF/UDM/NSSAAF) (as shown in Figure 2) or 
3. use either of these options based on whether the realm part of NAI is known to the WLAN.

If the realm part of the NAI is known to the WLAN (e.g.: the realm belongs to the operator itself), then option 1 can be used. If the realm part of the NAI is unknown to the WLAN (e.g.: the realm belongs to a 3rd party enterprise), then option 2 can be used. 

In case of option 1, the UE has to use an anonymous SUPI which may require multiple attempts for the CH AAA to align the authentication method with the UE, since both CH AAA server and UE may support multiple EAP methods (EAP-TLS, EAP-TTLS, EAP-PEAP, etc.) and may be configured to use different EAP methods. This may lead to an increase in time and messaging (multiple EAP messages) before the UE and CH AAA can agree upon a common EAP method.   

In case of option 2, the architecture saves round trip time when privacy protection is needed by using an encrypted SUPI, which will be decrypted by UDM/ARPF so that the real SUPI can be sent to the CH AAA server to choose the appropriate authentication method.

Thus, both options as described in Figure 1 and Figure 2 are needed in the 5G converged architecture. 
3. Proposal
It is proposed to add the architecture in Figure 2 in TS 23.501 clause 4.2.15.
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